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Unit Goals (Idaho Wing)



Idaho Wing communications will support the National and RMR goals stated in Tab B and C, in addition to those specific to this wing.  The low population density, extensive terrain to be covered, and the mountainous terrain all provide unique challenges.



Voice and record communications are available between wing staff and higher echelons.

Voice and record communications are available between members of the wing staff (spread around the state) as well as between them and squadron staff.

Voice and record communications are available between staff and personnel at squadron level.

Voice and record communications are available between wing staff and our customers (USCS, DEA, USFS, Idaho Bureau of Disaster Services, Red Cross, and local government officials).

Voice communications are available between mission staff and field personnel (air and ground). 

Deployable local voice communications are available to provide mission support where alternatives aren’t available or are inadequate.

Emergency voice communications are available within hours to any region of the state impacted by disaster (assuming safe access by personnel).

Deployable video communications are available to mission staff and our customers.





Idaho Wing Network Plan

Bi-directional voice and record communications are available between wing staff and higher echelons.



Routine day-to-day voice communications between Idaho Wing (IDWG) and Rocky Mountain Region (RMR) and National staff will be conducted by conventional phone.  The IDWG Administrative Officer (DA) will make a current wing staff roster with phone numbers available to RMR on a regular basis.



The backup for the voice portion of this requirement will be via the HF radio net.  HF radios are located at each squadron, as well as in the IDWG Communications Van.  Use of conventional phones is preferred.



Action Item:  Communications exercises need to be held on a regular basis to maintain proficiency of operators and staff in using this medium.



Problem:  While all units have NTIA compliant HF radios, some do not have suitable HF antennas.



Action Item:  IDWG/DC will work with unit personnel to acquire and install suitable HF antennas.



Routine day-to-day record communications between IDWG and higher echelons will be conducted by conventional fax and email.  The wing commander and some wing staff have dedicated fax machines.  Further members of wing staff have the ability to receive faxes and send computer generated faxes from their computers.  Most wing staff have email accounts.  The IDWG/DA will make sure the wing staff roster contains email addresses where available.



Problem:  There is no backup for the record portion of this requirement.  National is looking into a possible HF-email solution.



Action Item:  IDWG/DC will explore the possibility of using ARNAV infrastructure to get record communications out of an affected area in an emergency.



Problem:  Not all squadrons have readily available alternatives to commercial power.  FAX, email, and HF radios are typically dependent upon commercial power.  



Action Item:  IDWG/DC will work with squadrons to acquire backup power and drill on its use.  Efforts will be made to equip squadron vans to be able to support HF radios.



Bi-directional voice and record communications are available between members of the wing staff (spread around the state) as well as between them and squadron staff.



Routine day-to-day communications will be conducted by conventional phone, fax and email.  See plan item 1 above.  Most squadron commanders have email accounts.  Most have access to FAX, though perhaps not conveniently.  A list of phone numbers and email addresses for wing staff and squadron commanders will be provided by the IDWG/DA to all wing staff and squadron commanders.  Squadron personnel officers will provide copies of their rosters (with phone numbers) to IDWG/DA and update as needed.



Backup for the voice portion of this requirement will be the HF radio net.  See plan item 1.



There is no backup for the record portion of this requirement.  See plan item 1 above.



Communications links for this item are also affected by the lack of emergency backup power.  See plan item 1 above.



Bi-directional voice and record communications are available between staff and personnel at squadron level.



Routine day-to-day communications will be conducted via phone, email, and personal contact.  At this level, FAX communications capability is often lacking, but is also less critical since personal delivery of written correspondence is typically feasible.  VHF repeaters are available to support VHF communications, though many members don’t have access to radios or don’t monitor communications.



Action Item:  A plan should be made for handling disasters that affect phone communications.  This would likely involve encouraging members to report to a central site (preferably one with HF and VHF assets), and for units outside the affected area to monitor HF and VHF  nets for emergency communications from the affected area.



Bi-directional voice and record communications are available between wing staff and our customers (USCS, DEA, USFS, Idaho DOA, Idaho Bureau of Disaster Services, Red Cross, and local government officials).



Routine day-to-day communications will be conducted via phone and email.  The Division of Aeronautics (DOA) has a CAP provided VHF radio at their Boise office as well. 



Action Item:  IDWG/DC will explore whether the ARNAV system would be useful for record communications in the event of telephone failure.  He will also work with other wing staff to implement a system for updating and exchanging contact lists between ID Wing and its customers.



Voice communications are available between mission staff and field personnel (air and ground).



The primary means of tactical communications is via VHF-FM and VHF-AM radios.  Repeaters are located to serve the administrative needs of each squadron, as well as missions in their area.  Terrain often reduces the usefulness of these repeaters.  See the following plan item 6 regarding deployable assets to supplement repeaters.  



Each MC shall have a VHF-FM HH, each squadron HQ and squadron van shall have a VHF-FM mobile radio, and each ground team shall have a minimum of one VHF-FM HH for each two members.  Each squadron with ground teams should have at least one VHF-AM, either as a hand held or mounted in vehicle.  This assures that all mission staff can remain in contact with either mission base, or if on foot, at least maintain contact with their van.  This is a safety issue, as well as required for proper execution of the missions.



Problem:  Nearly all of our VHF-FM HH radios don’t meet the NTIA wide band specification.  Most of our HH assets are member owned, and few if any of the member owned radios meet NTIA wide band specifications.  With the exception of six recently acquired TAIT radios, all of our VHF-FM mobile radios that are NTIA wide-band compliant, are old (estimated at over 10 years), have limited channel capacity, and difficult to reprogram.  Not all squadrons have VHF-AM radios for ground teams, and there is an inadequate supply of hand held radios.  



Action Item: The IDWG/DC will work with appropriate personnel to secure these assets.   First priority will be to acquire sufficient NTIA compliant radios to meet mission requirements by January 2002.  Second priority is to find NTIA compliant replacements for radios reaching the end of their useful life.



Telephone (including cell) communications and the use of HF radios may be warranted in certain situations, such as when the mission coordinator or parts of his staff are separated by a significant distance from the site of the mission.  Telephone communications is the primary method of alerting personnel of the mission.  This includes having pagers for each duty officer and the LNCO.



Action Item:  IDWG/DC must establish procedures for MCs having call sign rosters and location of  communication assets such as portable repeaters.  IDWG ES officer must make sure MCs have current alert rosters for ES personnel.



Deployable local voice communications are available to provide mission support where alternatives aren’t available or are inadequate.



Portable repeater(s) suitable for use in the air and on the ground shall be located in northern Idaho, southwestern Idaho, and southeast or south central Idaho.  These repeaters can supplement the local repeaters, as can an airplane acting as “highbird”.  



Problem:  At present IDWG has one ground repeater and one airborne repeater.



Action Item:  IDWG/DC will convert ground repeater and airborne repeater to dual use.  Another dual use repeater will be prepared from existing equipment if feasible, or otherwise acquired as soon as resources permit.



The Wing Communications van shall have radios capable of operating on all frequencies that IDWG missions require, including VHF-FM, VHF-AM, HF (CAP and other), UHF, and scanner.  It shall also have a cell phone connected to FAX, and ability to run equipment off battery, vehicle engine (or separate generator), and commercial power.  The vehicle must be maintained in a mission ready condition, and have appropriate personnel trained in its use and prepared to deliver it to the mission area when needed. 



Problem:  At present the IDWG Communications van doesn’t have cell phone or fax capability, nor can it run off any power other than the vehicle battery.  It also doesn’t have a scanner or UHF-FM.



Action Item: The IDWG/DC will work with appropriate personnel to secure these assets.



Each corporate plane is equipped with the ARNAV communications system (similar to packet).  Each plane can relay record messages from other similarly equipped planes, and when in communications range of ground stations, the ground stations can also relay messages via VHF radio or telephone link.  Though the data link is low speed, it is error corrected and provides a deployable asset for record communications.



Problem:  Some planned ground stations have not yet been installed, so there are gaps in coverage.  Due to mountainous terrain, ground stations are often not directly reachable from ground level.  It is thus important that a “highbird” with its ARNAV configured for repeating be deployed appropriately.



Action Item: ARNAV and ShepRock (funding source) are working on increasing the number of ground stations.  The IDWG/DC will work with ES personnel to assure Highbird is deployed as needed . 



Problem:  Our MOU with ARNAV is for three years.  It is unclear whether they will continue to provide support services beyond this period without cost.  If they don’t, the cost to IDWG could be beyond our means.



Action Item:  The IDWG/DC will continue to explore this issue with ARNAV, ShepRock, and IDWG/CC.  At present the IDWG/CC’s understanding is that the service will continue to be financially supported beyond the MOU period.  If need be, much of the ARNAV infrastructure could be converted to typical packet communications and provide similar capability (though probably without the telephone link).



Emergency voice communications are available within hours to any region of the state impacted by disaster (assuming safe access by personnel).



Squadrons are located through out the state.  Each shall have VHF-FM and HF radios capable of operation from emergency backup power.  All squadron vans shall have VHF-FM radios, and at least one van at each squadron will be equipped to support HF communications, and can be deployed to neighboring areas.  The wing’s deployable assets (see plan item 6) can also be deployed to an affected area, though with some extra delay. Conventional telephone communications (including email and fax) will be used when feasible.  



Problem:  Currently, few if any squadron vans are equipped to support HF communications.



Action Item: The IDWG/DC will work with squadrons to achieve this capability.



Problem:  Most squadrons have only one van, and it is often needed for other tasks, thus creating a conflict between its use for the communications role and its use as transportation.  Mission staff will have to prioritize based on circumstances.



The primary reason for these communications assets will be to support communications with CAP units.  The secondary reason for these communications assets will be to provide communications support for our other customers if requested.



Deployable video communications are available to mission staff and our customers.



Idaho Wing shall provide slow scan video (periodic still pictures) from our corporate planes as required by our customers.  Two deployable packages shall be strategically located around the wing for rapid deployment.  These packages shall consist of camera, radio, video modem, and related hardware for the airplane, and radio, video modem, monitor, and related hardware for mission base.





Problem:  At present, IDWG has only one complete (air plus ground) package.



Action Item: The wing has a modem that hasn’t been appropriately packaged for ground use yet.  The wing finance committee has just approved the purchase of components needed for the second air package.  The modem for that has been ordered.  The IDWG/DC will see to it that the packages are assembled.



Problem:  The present kit is cumbersome to use by typical mission personnel.  As a consequence, it often doesn’t work when needed.  



Action Item: The IDWG/DC has assigned a member to simplify and streamline the package. 















____________________________	__________	______________________________	________

Capt. Dave Turnmire	Date	Col. Ken Salzman	Date

ID Wing/DC	ID Wing/CC�Tab D, Appendix A

Idaho Wing Communications Equipment

Requirements 



VHF-FM Mobile Radios (excluding aircraft mounted)

Unit HQs

Requirement	11

Current NTIA wide/narrow	0

Current NTIA wide only	9



Unit Vans (11)

Requirement	11

Current NTIA wide/narrow	6

Current NTIA wide only	4



Misc (Department of Aeronautics issue, Slow Scan Video packages, Wing  Comm Van, Mount Harrison, CC)

Requirement	8

Current NTIA wide/narrow	0

Current NTIA wide only	7



VHF-FM Handheld Radios

Mission Coordinators

Requirement	7

Current NTIA wide/narrow	0

Current NTIA wide only	0



Ground Teams

Requirement	17

Current NTIA wide/narrow	0

Current NTIA wide only	0



Mission Staff (exercises or other major deployment, key staff including flight line)

Requirement	7

Current NTIA wide/narrow	0

Current NTIA wide only	2



VHF-FM Portable Repeater

Requirement	3

Current NTIA wide/narrow	0

Current NTIA wide only	2



VHF-AM (excluding aircraft mounted)

Requirement	9

Current 	4



HF

Requirement	12

Current NTIA	25
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